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Decision/action requested

Update Analysis of KI#1 in TR33.875
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Rationale

· KI#1 is based on a single assumption that the SCP within the same PLMN network could be compromised and thus, there is a need for ensuring that end-to-end communication between the NF service consumer and the NRF or the NF service consumer and the NF service producer is protected.

· In order to achieve end-to-end secure communication between the cNF and NRF and cNF and pNF, one of the aspects of end-to-end communication protection is to allow the NF which works as a client, e.g., AMF, to authenticate the NF which works as a server, e.g., NRF or AUSF.
· Based on the above, there has been proposals to secure the end-to-end communication assuming that SCP is NOT trusted and possibly can be compromised and solutions: 1, 6, and 13 are trying to address partially that concept by attempting to propose solutions for authenticating the server to the client, in similar way to mTLS, for example.

· This contribution provides further analysis to KI#1 and the proposed solutions for this KI in order to enable SA3 to make a proper conclusion on this KI as proposed in S3-22xx02 contrbtion. Therefore, SA3 is requested to approve this contribution and its associated contribution S3-22xx02.

4
Detailed proposal

4.1 Introduction and Backgroound

Release 16 requiremnt for hop-by-hop TLS within the same PLMN 5GC while SCP is being deployed.

As in clause 13.3.2.2, [2] SA3 made a decision that during indirect communication (i.e., SCP is being used), the NF Service Producer and the NF Service Consumer shall use implicit authentication by relying on one of the following mechanisms:

1. Hop-by-hop at the transport layer (mTLS)

2. Hop-by-hop at the NDS/IP layer (IPsec), or
3. Physical security.

The above decision by SA3 was not coming from vacuum but it was based on the deep understanding and realization of the following security and operation assumptions:

1. The PLMN 5GC is considered one security domain that is manged by the same security professional and all 5GC NFs are equally trusted within.
2. One of the main functionalities that used to introduce SCP is mediation and this feature needs to be enabled all the time.

With the above have been said, SA3 has looked into intra-PLMN end-to-end security since early release 16 and concluded that in order to achieve end-to-end security while SCP present, the following security principles must be met by any solution that to be proposed:

1. End-to-end integrity protection of the whole HTTP/2 message

2. End-to-end Confidentiality, and

3. Replay protection 

It should be known that intra-PLMN end-to-end security should be addressed as a whole and NOT fragmented into pieces. However, it could be addressed separately as long as the above three end-to-end security principles are maintained for any proposed solution.
4.2. CCA development Background
The following to be added to the KI#1 analysis into TR33.875.

It has been used many members of SA3 that CCA has been developed to authenticate the NF Service Consumer to the NRF and at a later time was used proposed to possibly be used to authenticate the NF Service Consumer by the NF Service Producer. However, in reality CCA will not be useful and will not meet all security principles, e.g., replay protection, except if the CCA is restricted to a single use and tied to the time the transaction has been initiated. Without this, CCA does not offer much of authentication of the NF Service Consumer if the SCP is assumed to possibly be compromised.

Let us remember that ONLY the NRF is mandated to validate the timestamp of the CCA not only that but SA3 did not offer a mechanism to ensure that the CCA being sent to the NRF is a fresh and not a replayed CCA.

Therefore, without ensuring that CCA is being restricted to a single use and ensuring that it can not be replayed, i.e., for CCA to resist the replay attack the following is a must have:

1. Timestamp must be protected by the initiating NF cryptographical signature.

2. It is restricted to a single use ONLY (a mechanism similar to nounce), or

3. The time stamp of the CCA shall be within a very short window defined by SA3 which should not be more than 7 seconds. If that is enforced, the CCA will automatically be for a single use.
Why SA3 members agreed to not have the CCA timestamp being validated within a short time window?

1. SA3 already made a critical decision that authentication can be achieved implicitly using hop-by-hop TLS, for example.

2. SA3 agreed to have CCA optional anyway but in case an operator chooses to enable it, then it can be used assuming that the operator still one security zone and probably is considered an add on if operator wish.
3. SA3 relaize the huge cost on generating CCA in every single transaction which reduce the chance of CCA to be ever enabled. Thus, SA3 accepted the compromise.

4. SA3 realize that this CCA initially is to offer some authentication when NF Service Consumer contacts the NRF where the NRF needs to authorize and offer service to the NF Service Consumer and it is an add on security if operator chooses to enable CCA.

Finally, None of Solutions 1, 6, or 13 meets the end-to-end security requirements that makes CCA a valid option between the NF Service Producer and the NRF and between the NF Service Producer and other NF Service Consumers.

4.3 Conclusion

SA3 is kindly requested to approve the following conclusions:

1. Based on the above details and conisedring the following two facts, no normative text is required for addressing KI#1.

· SA3 made it clear that NF Service Producer and NF Service Consumer can i8mplicitly authenticate each other using hop-by-hop security at the transport layer or NDS/IP layer.

· None of the proposed solution address end-to-end security requirement for CCA to be used for authenticatinjg the NF service p0roducer to the NRF or the NF Service Consumer.
2. SA3 is kindly requested to approve the changes proposed in this contribution S3-223239 and its companion S3-223240.
*************** Start of Change 1 ****************
7.1
KI#1: Authentication of NRF and NF Service Producer in indirect communication
7.1.1
Analysis

The key issue addresses the scenario of an intermediary such as a standalone SCP to be compromised. In this case, the NF Service Consumer is not able to verify if the NRF response or the NF Service Producer response has been received by a legitimate entity. However, it also needs to be considered that reselection of the NF Producer by the SCP can be a desired feature.
3 solutions are presented to cover this key issue.

Solution #1 and extended solution #6 are based on using the concept of CCA for the NF Service Producer or the SCP, i.e., similar to the CCA used for the NF Service Consumer as specified in 3GPP TS 33.501 [2]. Such a token is introduced to allow a client to validate the sender of a response directly, even if an SCP is in between. 

Solution #1 has a limited scope as provided in the respective evaluation part in clause 6.1. 

Solution #6 superseeds solution #1, overcoming some of the limits of solution#1 in case of Model C, also addressing the scenario of reselection of the target NF.

The optional inclusion of such a token including a NF Set Id allows a NF Service Consumer to validate if the NF sending the response is the producer that NFc has selected by itself or if it is a producer of the same NF Set or NF Service Set as indicated in the OAuth token received from NRF. The token cannot be used, if SCP has applied reselection of NFp outside of an NF Set.

Solution #6 addresses Model C with direct TLS between NF consumer and NRF for discovery. It does not address Model D or Model C without direct TLS between NF consumer and NRF for discovery. It requires that the NF Service Consumer has knowledge about which NF Service Producers are in the NF Set of the producer.


Editor's Note: FFS how to address the following questions: what should the NFc do if the response comes from another entity than the intended producer.  Should the NFc assume that the SCP has reselected the producer and accept the response? Or should the NFc reject the response? 


CCA has been developed to authenticate the NF Service Consumer to the NRF and at a later time was used proposed to possibly be used to authenticate the NF Service Consumer by the NF Service Producer. However, in reality CCA does not meet all security principles, e.g., replay protection, except if the CCA is restricted to a single use and tied to the time of when the transaction has been initiated. Without this, CCA does not offer much of authentication of the NF Service Consumer if the SCP is assumed to possibly be compromised.

Let us note that ONLY the NRF is mandated to validate the timestamp of the CCA not only that but SA3 did not offer a mechanism to ensure that the CCA being sent to the NRF is a fresh and not a replayed CCA.

Therefore, without ensuring that CCA is being restricted to a single use and ensuring that it can not be replayed, the following is a must have:

1. Timestamp must be protected by the initiating NF cryptographical signature.

2. It is restricted to a single use ONLY (a mechanism similar to nounce), or

3. The time stamp of the CCA shall be within a very short window defined by SA3 which should not be more than 7-10 seconds. If that is enforced, the CCA will automatically be for a single use.
Finally, None of Solutions 1, 6, or 13 meets the end-to-end security requirements that makes CCA a valid option between the NF Service Producer and the NRF or between the NF Service Producer and other NF Service Consumers
*************** End of Change 1 ****************

